




























































CRIMINAL LAW SPECIALIZATION

SGT UNIVERSITY, GURGAON

FACULTY OF LAW

PROGRAMME SEMESTER COURSE NAME COURSE CODE

LLM II Criminology,

Penology  and  victim

logy

12020202

Objective:  The  objective  is  to  enable  the  students  understands  and  appreciate  broad

classification of organized crime and their respective causes. The students should particularly

appreciate  the  role  of  judicial  Institutions  and  investigating  authorities  in  this  regard  for

preventing & control strategies.

Unit-I           Crime as a Legal, Social and Psychological Construct

1.1 Traditional Crimes: Crimes against Property and Person

1.2 Modern Crimes: Organized Crimes, Economic Crimes

1.3 Technology and Crime

1.4 Transnational Crimes

Unit-II         Criminology and its aspects

                   2.1 Definition and Scope

                  2.2 Criminology and other Social Sciences

                  2.3 Structure of Criminal Justice System in India; Role of Legislature in Law making
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                  2.4 Participation of Victims and Witnesses in the Criminal Justice Process.

                  2.5   Schools of Criminology and its legal approaches

Unit-III      Penology and its aspects

                 3.1 Definition, nature and scope

                3.2 Punishment: Significance, Concept, Aims and Types

                3.3   History and evolution of Prison legislations

                3.4    Punishment-in ancient, medieval and modern times

               3.5 Recent approaches to the Punishment

Unit-IV      Victim logy and its trends in society

               4.1   Historical development of Victim logy

              4.2 Impact of Victimization– Physical, Financial and Psychological

              4.3 UN Declaration of Basic Principles of Justice for Victims of Crime, Abuse of Power

Suggested References: 

1. Sutherland: principles of criminology (latest Edition) 

2. Garofolo: Criminology Parts I, II and III (Latest Edition). 

3. Taft: Criminology (Latest Edition) Part-I-Ch 1, 3 for study. 

4. Pillai: Principles of Criminology lectures 2, 3,4,5,6,9,11 and 12. 

5. Cavan: Criminology Part-I Omitting Chapter 2. Part II- full. 

6. Lombroso,Casare: Crime,its cause and remedies. 

7. Different Reports published by government of India form time to time. 
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8. Moral Approach to criminal Law by Radzinowicz and Turner. 

9. New Horizons in Criminology by Barnes and Tetters. 

10. Pioneers in Criminology edited by Minnhein. 

11. Criminology: Ahmad Siddique 

12. Criminology and Penology: Prof N.V.Paranjape 
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SGT UNIVERSITY, GURGAON

FACULTY OF LAW

PROGRAMME SEMESTER COURSE NAME COURSE CODE

LLM II Socio  Economic

Offences

12020203

Objective-  The course is the introduction of some social and some economic related crimes in

India  to  the  students.  The  course  approach  students  and  make  them  understand  the  socio-

economic factors which leads to the crime in India.

Unit I Concept and Evolution of Socio-Economic Offences in India 

1.1 Nature, Scope and Extent of Socio-Economic Offences in India 

1.2 Difference between Socio-Economic Offences and Traditional Crimes 

1.3 Important Committee Reports on Socio-Economic Offences in India.

Unit II White Collar crimes 

2.1 White Collar Crimes and Indian Law 

2.2 Organized Crimes and Indian Law 

2.3 Difference between White Collar Crimes and Organized Crimes
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Unit-III Socio-economic offences and social factors

3.1 The Food Safety and Standards Act, 2006; - Sec-4, 5, 9, 11, 16, 51-60 

3.2 The Dowry Prohibition Act, 1961:- Section- 2 to 7

3.3 The Protection of Women from Domestic Violence Act, 2005:- Sec- 2 to 9, 18, 19, 27 to 32

3.4 The Scheduled Castes and the Scheduled Tribes (Prevention of Atrocities), Act, 1989:- 2, 3,

4, 15, 15A, 18A, 21

Unit-IV Indian Acts related with Socio-economic offences

4.1 The Immoral Traffic (Prevention) Act, 1986:- sec- 2 to 7, 14, 17, 22

4.2 The Prevention of Corruption Act, 1988:- sec- 2 to 13 

4.3 The Prevention of Money Laundering Act, 2002:- 2 to 6, 16 to 19, 25 to 29

Suggestive Readings

1. Marc Galanter (ed.), Law and Society in Modern India (1997), Oxford 

      2. Robert Lingat, The Classical Law of India (1998), Oxford 

     3. U. Baxi, The Crisis of the Indian Legal System (1982), Vikas, New Delhi 

    4.  U. Baxi  (ed.),  Law and Poverty (1988),  Tripathi,  Bombay Manushi  A,  Journal  about

Women

   5. Duncan Derret, The State, Religion and Law in India (1999), Oxford University Press, New

Delhi

   6. Gaur, K.D. : Criminal Law : Cases & Materials (1975) 

   7. Hall, Jerome : General Principles of Criminal Law (1960), 2nd Edn. 

   8. Halsbury's : Laws of England : 3rd Edn., Vols. X & XI; 4th Edn., Vol. XI 
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  9. Huda, Shamshul : Principles of Law of Crime in British India (1902) (Reprint, 1993-Eastem

Book        

   10. Kane, P.V. : History of Dharamshashtra, Vol. Ill 

    11. Kenny's : Outlines of Criminal Law, 19th Edn. 

    12. Mayne, J.D. : Criminal Law of India, 4th Edn. 

    13. Nelson : Indian Penal Code 

   14. Nigam, R.C. : Law of Crimes in India, Vol. I

6



SGT UNIVERSITY, GURGAON

FACULTY OF LAW

PROGRAMME SEMESTER COURSE NAME COURSE CODE

LLM II Cyber Crimes 12020204

Objective- The basis genesis of this subject is to make understand the students about the basics

of cyber crimes and IT act and how these are related with the actual world crimes.

Unit-I     Basic of computer and Cyber Security

1.1 History of Computers, Areas of Application

1.2 Basics of Networks and internet, Types of Network, Definition of Cyber Security

1.3 Evolution of the IT Act, Genesis and Necessity

1.4 Salient  features  of the IT Act,  2000, various  authorities  under  IT Act  and their

powers. ; Penalties & Offences, amendments.

Unit-II     Cyber crime in India

               2.1 Differentiation between traditional crime and cyber crimes. 

               2.2 Data Theft 

               2.3 Hacking 

              2.4 Spreading Virus & Worms
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              2.5 Phishing, Cyber Stalking / Bullying 

              2.6 Identity Theft & Impersonation 

              2.7 Credit card & Online Banking Frauds

              2.8 Obscenity, Pornography & Child Pornography 

             2.9 Cyber Defamation, Defacement, 

             2.10 Cyber terrorism 

Unit-III   Cyber Law: International Perspective 

3.1 Electronic Data Interchange (EDI): Concept and legal Issues. 

3.2 Electronic Signature Law’s of Major Countries 

3.3 Cryptography Laws

3.4 European Union (EU) Convention on Cyber Crime

Unit-IV Cyber Law – Contemporary Trends 

4.1 Impact of cyber warfare on privacy, identity theft. 

4.2 International law governing Censorship, online privacy, copyright regulations,

 4.3 Online intermediaries in the governance of Internet 

4.4 Social Networking Sites vis-à-vis Human Rights.

Suggested References: 

1. An Introduction to Cyber Crime and Cyber Law ;Dr.R.K.Chaubay 

2. Cyber crime in India : Dr.M.Dasgupta 

3.  Cyber laws and crimes :Barkha & U.Ramamohan Information Technology Act

2000 

4. Albert J. Marcellaa and Robert S. Greenfiled (Ed) (2002) Cyber
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5. Forensics, A Field Manual for collecting, examining and preserving evidence of

computer crimes, Auerbach publications. 

6.  Deflem,  Mathieu,  and  J.  Eagle  Shutt.  2006  “Law  Enforcement  and  Computer

Security Threats and Measures.” Pp. 200-209 

7. Handbook of Information Security, Volume 2: Information 

8. Warfare; Social, Legal, and International Issues; and Security 

9. Foundations, edited by Hossein Bidgoli. Hoboken, NJ: John Wiley & Sons. 

10. Giddens, A (1990) The Consequences of Modernity, Polity Press: Oxford. 

11.  Hafner,  K.  &  Markoff,  J.  (1995).  Cyberpunks:  Outlaws  and  hackers  on  the

computer frontier. Toronto: Simon and Schuster. 

12. Hauben, Michael and Ronda Hauben (1997). Netizens: On the History and Impact

of Usenet and the Internet. Wiley-IEEE Computer Society Press: New Jersey 

13.  McQuade,  Samuel  C (2005).  Understanding and managing cyber  crime.  New

Jersey: Allyn & Bacon. 

14. Pease, K. (2001). Crime futures and foresight: Challenging criminal behaviour in

the information age. In D. Wall (ed.) Crime and the internet. London: Routledge. 

15.  Seymour  Goodman  and  Abraham  Soafer  (ed.)  (2002)  The  Transnational

dimensions of cyber crime, Hoover Institution Press Washington. 

16. Smith R, Grabosky P and Urbas G (2004). Cyber criminals on trial. Cambridge:

Cambridge University Press pp 5-10 

17. United Nations (1997). United Nations Manual on the Prevention and Control of

Computer-Related Crime, International Review of Criminal Policy Nos. 43 and 44,

United Nations: New York, http://www.uncjin.org/Documents/EighthCongress.html 

18. Wall, D. (2001). Cyber crimes and the internet. In D. Wall (ed.) Crime and the

internet. London: Routledge
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SGT UNIVERSITY, GURGAON

FACULTY OF LAW

PROGRAMME SEMESTER COURSE NAME COURSE

CODE

LL.M II POLICE LAW AND

ADMINISTRATION

POLICE LAW AND ADMINISTRATION

Module-I

Police Administration and Management: 

(a) Development of Police Force in India 

(b) Hierarchical Structure of Police Force 

(c) Code of Conduct for the Police

 (d) Police Commissions 

Module-II

An Introduction and Overview of Police Law

 a) The Police Act, 1949

 b) The Haryana Police Act, 2007                                                    

 c) The Delhi Special Police Establishment Act, 1946

Module-III

Functions, Duties and Problems of Police 

(i) Prevention of Offences

       (ii) Arrest and Release of Accused 

(iii) Investigation and Enquiry into Offences 

(iv) Frisking and Interrogation of Offenders or Suspects 

(v) Search and Seizure 

(vi) Identification of Criminals and Crime Prone Area

 (vii) Police - Public Relations (a) Duties of Civil Police (b) Problems of Police



Module-IV

Judicial Trends and Police Reforms

 (a) Constitution of the State Security Commission

 (b) Selection and Minimum Tenure of Director-General of Police

 (c) Minimum Tenure of Inspector General of Police and other Police Officers 

(d) Separation of Investigation Staff from Law and Order Staff

 (e) Constitution of a Police Establishment Board

 (f) Constitution of Police Complaints Authority

 (g) Establishment of a National Security Commission

 Suggested Readings:

 1. Dr. N. Maheshwara Swamy: Criminology and Criminal Justice System, Asia Law 

House

 2. Arvind Verma & K S Subramanian: Understanding the Police in India, Lexis Nexis

 3. B.L. Babel: Rajasthan Police Act & Rules










